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 Introduction to web3 hacking, concepts / workshop topology

 Environment setup, system requirements

 Solidity basics, using remix for compile

Exploit visibil ity, take admin

ECDSA Ethereum basics

Mint with receipt -> Find the vuln!

 Deploy SC on Ethereum chain

 Compile Substrate with EVM

 Deploy SC

 Test ECDSA signature forgery exploit from one to other
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Scenario 1: Token on two chains, mint using receipt
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Scenario 2: Signature forgery (any chain)
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Agenda



@DaveTheSix



What the web3 aka...

Reverse engineering buzzwords
& the hype

crypto
DeFi dApp

bridge

swap

tx
solidity

signing

crypto wallet
web3

remix ide

javascript 😱

smart contract

coin

wrapped coin

proof of deposit

blockchain

decentralizedtoken

bridge

substrate

metaverse



Topology



Topology



Demo: use wBan bridge live
https://bsc.banano.cc/



Hacking Warmup

Multisig issue: https://github.com/openethereum/parity-ethereum/issues/6995



Practice

- Python3 receipt generator

- Generate receipt

- Exploit the smart contract(s)



TXDATA Replay Attack
or "Receipt Replay Attack"

wBanano hack TXs:
 

https://polygonscan.com/tx/0xbcf3f1192d63a0d240995619b8896c406d1ba6fa7c2fc81503057d61c98bba41
 

https://bscscan.com/tx/0x60c3ae26d1a1d2b525a425aacdbde30bf7efdc09a125086cc7aab9b347daf684



Tools to pwn all the Eth

+ github.com/crytic/awesome-ethereum-security



Hacking Substrate - Why?



Takeaway

Bridges are centralized (not web3!)

Bridges can be web2 hacked

We need interoperability and protocols eg. XCM

zkBridge - https://arxiv.org/abs/2210.00264

We are getting there.
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