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workshop feedback

from infosec conferences

coin, token...

oridge.. a VIV on the

Olockchain which you coc

pbut this..ican't understand...

thereis avoid here.

| couldn't imagine it...

| felt like a dinosaur..

eruns..”




iINspiration

VOU are on the best scene




simple topology

Substrate based chain
with EVM
ERCZ0 Smart Contract
Mint With_ Receipt

ERC20 Smart Contract
Mint With Receipt

Bridge
Receipt provider

Has a wallet on both chains.
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warmup technique

anyone can kill your contract

devops199 opened this issue 22 hours ago - 12 comments

devops199 commented 22 hours ago ¢ edited

| accidentally killed it.

https://etherscan.io/address/0x863dfobfad469f3ead0be8f9f2aae51c91a907b4

multisig issue: https://github.com/openethereum/parity-ethereum/issues/6995




/' Substrate based chain %

{  Ethereum based chain "-.II lll.-' with EVM
ERC20 Smart C ||tH t .l |
\ . \ ERC rnarr C ||tr1 t
\ Mint_With_Receipt Muut With_Receipt
txdata replay attack [ _Hm.j

"(or tlidr | didn't read the contract) P S N

Bridge
Receipt provider

Has a wallet on both chains. %\

wban hack txs:

https://polygonscan.com/tx/0xbcf3f1192d63a0d240995619b8896c406d1bab6fa7c2fc81503057d61c98bba4l
https://bscscan.com/tx/0x60c3ae26d1ald2b525a425aacdbde30bf7efdc09a125086cc7aab9b347daf684




ecdsa signature forgery

thanks forsSlfromm CCTF

scope:
—|Gamal-type digital signatures - ECDOSA INCI.

property:
signatures for any given pubkey, can be forged to unclean messages

vulnerability:
| only the address is checked in smart contract.

DOC:
https://git.nhsbp.org/six/pwn_w3bridges
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171777777/ Submit flags

mapping(bytes32 => bool) usedNs; // Against replay attack (we only check message signer)
mapping (address => mapping (uint256 => bool)) Solves; // address -=> challenge ID -> solved/not
uint256 public submission success count = @; // For statistics

function SubmitFlag(bytes32 message, bytes memory signature, uint256 submitFor) external onlyActive { B infinite gas
require(players[msg.sender].status = PlayerStatus.Verified, "You are not even playing");
require(bytes32( message).length <= 256, "Too long message.");
require(lusedNs[ message]);
usedNs[ message] = true;

require(recoversigner( message, signature) == flags[ submitFor].signer, "Not signed with the correct key.");
require(solves[mso.sender][ submitFor] == false);

Solves[msg.sender] [ submitFor] = true;

players[mso.sender].points += flags[ submitFor].points;

players[msg.sender].points = players[msg.sender].points < volMaxPoints ? players[mso.sender].points : volMaxPoints;

if (flags[ submitFor].onlyFirstSolver) {
flags[ submitFor].points = 0;
}

submission success count = submission success count + 1;
emit FlagSolved( submitFor, msg.sender);

}

function recoverSigner(bytes32 ethSignedMessageHash, bytes memory signature) public pure returns (address) { B infinite gas
(bytes32 r, bytes32 s, uint8 v) = splitSignature( signature);
return ecrecover(_ethSignedMessageHash, v, r, s);

}

function splitSignature(bytes memory sig) public pure returns (bytes32 r, bytes32 s, uint8 v){ B infinite gas
require(sig.length == 65, "Invalid signature length");
assembly {
r := mload(add(sig, 32))
s := mload(add(sig, 64))
v := byte(®, mload(add(sig, 96)))




reminder: axie hack

Dlockchain games are not fully on

oroblem:

Dlockchain nordecentralized

exploit:
web2 type of hacking leading to 51p attack

timeline:

6 days until axie realized they are being hackec




soclal engineer
<3
life of a standard metamask user

Extension: (MetaMask) - MetaMask Notificati..

. cctf_admin

LDETAILS LA A HEX

FUMCTION TYPE: Contract Interaction




Metamasksuport

Metamasksuport

redditor for 10 h ™Q karma
Today

@ Metamasksuport 2:24 P

Hello
Welcome to metamask help desk

Kindly brief us on the issues you're
having with our service

<4 Primary_Ad_1454 2:31PM
u,h__l-_,.-‘
Hello! My issue is that you missed out a

“p" In ur username

©




future price prediction

404

reminder: build for good, not for money
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